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EDITORS’ NOTE Prior to assum-
ing his current position in July 2012, 
Tom Litchford held key Microsoft posi-
tions in industry sales, marketing, and 
channel management. Before joining 
Microsoft in 1998, he was Director of 
Business Impact Modeling for NCR’s 
Retail Solutions Group. Litchford was 
instrumental in driving the develop-
ment of the OLE for Retail POS (OPOS)
application program interface (API) – 
now a de facto industry standard for 
point-of-sale application-to-periph-
eral connectivity. Working with orga-
nizations such as ARTS and the North American 
Association of Feed Equipment Manufacturers 
(NAFEM), he has also been influential in estab-
lishing XML messaging standards in the retail and 
foodservices sectors. Litchford holds a bachelor of 
applied science degree in computer systems from 
Florida Atlantic University. 

ORGANIZATION BRIEF NRF (nrf.com) is the 
world’s largest retail trade association, represent-
ing discount and department stores, home goods 
and specialty stores, main street merchants, grocers, 
wholesalers, chain restaurants, and Internet retailers 
from the United States and more than 45 countries. 
NRF’s This is Retail campaign highlights the indus-
try’s opportunities for life-long careers, how retailers 
strengthen communities, and the critical role retail 
plays in driving innovation. 

What�are�the�issues�that�the�CISOs�you�work�
with�are�concerned�about�and�what�needs�to�be�
done�to�continue�to�address�these�challenges?

The cyber crime issue is not just a retail indus-
try problem; it is a business risk problem facing all 
industries. The government is fighting it, too; it is a 
cyber war that we’re fighting.

In retail, we’re mostly dealing with cyber crim-
inals as opposed to nation states. These bad actors 
are looking for data they can easily monetize, and 
unfortunately they’ve found a gold mine with credit 
card data over the past few years.

Under the direction of the CIO Council, we 
developed an IT Security Council with the num-
ber-one objective being to foster a community 
focused on information sharing. If we can cre-
ate better situational awareness of what is going 
on relative to cybersecurity, not just within our 
own organizations but within the industry and 
beyond, we feel we can help our members better 
defend themselves.

Specific to information sharing, 
we have focused on a few things. NRF 
runs a threat alert system that pushes out 
around 12 to 15 alerts per day. We get 
these alerts from several sources, includ-
ing the Department of Homeland Security 
where we have access to US-CERT and 
the NCCIC and their cyber information 
and intelligence.

We have a strong relationship with 
the United States Secret Service as well 
as the FBI, and we have relationships 
with the FS-ISAC, which is the financial 
services industry’s Information Sharing 

and Analysis Center (ISAC). Considering the cy-
ber criminals right now are most interested in 
stealing credit card data from retailers, having a 
good relationship with the financial industry is 
pretty important.

Speaking�of�credit�card�data,�what�are�re-
tailers�doing�to�protect�it?

Excellent question considering the miscon-
ception that the EMV (or chip and signature) 
cards mandated by the financial industry are the 
panacea. This is an area where we disagree. EMV 
does nothing to protect credit card data, espe-
cially without a PIN like the rest of the world 
uses. Last month’s Black Hat event also demon-
strated that EMV cards are easily hackable for 
making counterfeit magstripe cards. Knowing 
this, retailers are busy implementing P2P encryp-
tion and tokenization – security solutions that are 
much better at eliminating the value of any stolen 
data. 

The�conversation�today�around�cyber�
seems�to�be�more�about�reacting�to�the�issue�
as�opposed�to�prevention.�Does�more�need�to�
be�done�to�address�prevention?

In the past, most of the focus has been on pe-
rimeter defense. While we’re not saying that perim-
eter defense isn’t still important, we’re dealing with 
some fairly sophisticated bad actors and they’re 
likely to eventually find a way in. This means we 
need to also focus on breach detection and mitiga-
tion. This involves a broader cyber security pro-
gram or strategy than we might have had in the 
past. Also, we see most retailers implementing a 
strong incident response plan, and getting more 
sensitive to data classification and the types of data 
they choose to retain.

Is�the�proper�dialogue�taking�place�to�
enhance�the�recognition�of�the�challenges�
around�classified�information�and�broadening�
the�need�to�share�information?

The question is spot-on in noting that cyberse-
curity information sharing is one of the most impor-
tant things we can be doing to better defend against 
cyberattacks. To do that takes trust. Bill Nelson of 
the Financial Services ISAC told me it took their or-
ganization 10 years to build trust and to start seeing 
financial organizations sharing cyber intelligence 
among themselves. I certainly hope it doesn’t take 
retail that long but it is a bridge that we need to 
get across. 

NRF is working hard to help establish that trust 
and facilitate rich information sharing. First, it’s hard 
to trust someone that you don’t know. This means 
we need to bring these groups together through-
out the year so they can start building a camarade-
rie and put aside the idea that we’re competitors. 
There is nothing competitive about cyber defense.

Additionally, it requires working with the gen-
eral counsels and convincing them that there is a 
huge benefit to allowing this sharing to go on. The 
counsels are very concerned around privacy and 
liability, which is one of the reasons NRF strongly 
backed CISA (Cybersecurity Information Sharing 
Act) that was passed in December of 2015, which 
provides liability protection and privacy guards 
when one is sharing cyber information.

Is�it�hard�to�be�optimistic�when�it�comes�
to�how�big�these�problems�are�and�can�they�
really�be�addressed�effectively?

We certainly celebrate our successes when we 
hear these groups or individuals are getting busted, 
but I hate the pessimist view that we have to get it 
right all the time while the bad guys only have to 
get it right once. I like the metaphor of the Cyber 
Kill Chain.

The kill chain was originally developed by the 
military during the Gulf War in response to IEDs 
being deployed on the side of roads to take out 
convoys. The theory behind this, which has now 
been applied to cyber (by Lockheed Martin), is that 
if we look at the process that these bad actors have 
to go through to be successful, there’s a chain of 
events that are linked together. We only have to 
break the link in one place to stop a successful 
attack. It’s referred to as “staying left of boom.” As 
long as we’re getting the intelligence and sharing 
the information we need to in order to figure out 
where we can break the link at a certain point in 
their attack plan, whether that’s during reconnais-
sance, compromise, exploitation, establishing 
command and control, or exfiltration of data, then 
they’re not going to be successful. 

I like to take the optimistic view. They’re so-
phisticated and smart, but we are too.•

Tom Litchford
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EDITORS’ NOTE Jim Routh has 
held his current post since May 
2015. He is also a board member 
of FS-ISAC, as well as Chairman of 
the Board of National Health ISAC. 
Prior to this, he held roles includ-
ing Global Head of Application, 
Mobile, and Internet Security, 
JP Morgan Chase; Management 
Consultant, Emtec Global Services; 
Community Chairman, Archer 
Technologies; CISO, KPMG; Chief 
Infor mation Securi ty Of f icer, 
Managing Director, Depository 
Trust & Clearing Corporation; CISO, American 
Express; VP Information Risk Management, 
American Express; VP Information Technology, 
American Express; VP, American Management 
Systems, Inc.; and Director, DMR Group, Inc. He 
received his B.A. in History from Hobart College.

COMPANY BRIEF Aetna (aetna.com) is one of 
the nation’s leading diversified healthcare ben-
efits companies, serving an estimated 46.3 million 
people with information and resources to help 
them make better informed decisions about their 
healthcare. Aetna offers a broad range of tra-
ditional, voluntary, and consumer-directed 
health insurance products and related services, 
including medical, pharmacy, dental, behav-
ioral health, group life and disability plans, 
medical management capabilities, Medicaid 
healthcare management services, workers’ com-
pensation administrative services, and health 
information technology products and services. 
Aetna’s customers include employer groups, 
individuals, college students, part-time and 
hourly workers, health plans, healthcare provid-
ers, governmental units, government-sponsored 
plans, labor groups, and expatriates.

How important is it that the CISO role be 
given a seat at the executive table?

Having a CISO at the table is becoming 
not only a common practice but an essential 
one. There is a whole series of contributing fac-
tors to that. One is technology intensity mean-
ing that technology as an enabling capability is 
far more concentrated in consumer businesses 
and to some extent in B-to-B tranactions, so this 
technology is more of a variable.

The consumerization of technology has 
fundamentally changed enterprise computing 
architecture as we move to cloud computing 

and distributes user-driven computing 
on a mobile platform.

Obviously the implications from a 
cyber control perspective are far more 
significant and require more innova-
tion to come up with capabilities that 
protect data when individual devices 
are used, where cloud services are 
hosting that data, and where consum-
ers or client institutions are provided 
access to that data or are providing 
that data.

There is a shift in that the under-
standing of emerging technology 

is becoming a critical part of the skill that is 
required for overall technology competence. 
Understanding how technology evolves and 
how emerging technology and start-up tech-
nology influences how consumers interact are 
now vital and essential for a CISO. An over-
all understanding of how IT is managed and 
works in the business is probably less of the 
determining factor of success for a CISO than 
learning to communicate with senior business 
leaders and understanding the implications of 
the business strategy. A CISO has to articulate 
a business architecture that has a control ele-
ment embedded in it and that, in some cases, 
is part of the value proposition that a consumer 
sees.

Softer skills are becoming more of a pre-
mium for the chief information security officer. 
Technical skills alone will, in many cases, be a 
constraint and limitation in terms of the CISO’s 
ability to influence and change the business.

How critical is it to communicate effec-
tively with the board when you often speak 
different business languages?

It’s vital. I’ve chosen to introduce the board 
to basic terminology as part of an educational 
seminar each year on cybersecurity, which 
includes issues like threat actor, tradecraft, 
threat landscape, and nation state.

Primarily I speak in terms of impact on rev-
enue, on cost, and on brand since 70 percent 
of IT security controls fall under the banner of 
improving quality or providing efficient and 
effective capability at a reasonable cost. I often 
try to avoid falling into a trap of determining 
what the probability of risk is and quantifying 
that to justify an investment decision. 

Putting cybersecurity investment into the 
context of business decision making every day 
is the right way to go and needs to be a core 

capability of the CISO. When they have that, 
it’s easy to talk to the board and senior leaders. 

You also serve as Chairman of the 
National Health ISAC. Will you talk about 
the role ISACs play?

The most common question that is trig-
gered when any kind of cyber threat impacts 
an organization or an enterprise is: Is that threat 
targeting the enterprise or targeting specific 
employees or customers of the enterprise or is 
that threat impacting the entire industry?

As threat techniques or tactics evolve, 
understanding whether or not it is a targeted 
attack on an enterprise is the most basic ques-
tion of the information risk professional. 

The most effective way of answering that 
question in real time is to reach out to other 
enterprises and other security professionals and 
ask if they are seeing it too.

If it’s a targeted attack, this engenders a 
different response as techniques are predicated 
on whether it’s an opportunistic or targeted 
attack. That is the question that gets answered 
through an ISAC. It’s the most basic and fun-
damental question that gets asked almost every 
day. The ISAC will enable communication 
channels to share information and answer that 
question. 

It gets more mature than that. Cyber crimi-
nals are shifting tactics because stolen personal 
information, including social security numbers, 
are available to them through the black market. 
They could buy that information and could use 
it to commit fraud. The information on the tac-
tics used is vital to enterprises within the same 
industry vertical, and the ISAC provides many 
vehicles for sharing that information broadly.

By having access to that information, I can 
use it to make Aetna more resilient to those 
attacks. I know the tactics that are being used 
and can share information about controls that are 
effective against those types of attacks with other 
industry players to make them more resilient. 

The ISACs representing different indus-
try sectors are the lifeblood behind different 
vehicles for communicating and sharing infor-
mation. As technology emerges, evolves, and 
matures, and as businesses change, the need 
for that level of interaction is highlighted and 
grows.

ISACs have been around for over 15 years. 
The practices are mature and well established, 
and I use and benefit from them more so today 
than 15 years ago.•

Jim Routh
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